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Process Control Security Requirements Forum (PCSRF) Meeting

Wednesday 18 February 2004
National Institute of Standards and Technology
100 Bureau Drive
Shops Conference Room (Building 304, Room B126)
Gaithersburg, Maryland 20899

Agenda

Welcome and Logistics
Keith Stouffer, NIST

Meeting Objectives, PCSRF Progress and Direction
Keith Stouffer, NIST

System Certification and Accreditation
Overview of Federal Guidance Documents
Stu Katzke , NIAP/NIST

Developments in System-level Common Criteria
Murray Donaldson, Decisive Analytics

Break

Security Patch and Configuration Management for Process Control Systems
What’s coming from Microsoft
Ron Sielinski, Microsoft

Review of the System Protection Profile for Industrial Control Systems (SPP-ICS)
Ron Melton, Decisive Analytics

Lunch — NIST Cafeteria

Discussion/Comments on SPP-ICS Document
Conference Call Capability Begins — details on next page
All

Break
Conference Call Capability Ends

Continued Discussion on SPP-ICS Document, New Issues:
- High-level seminar on SPP-ICS application, federal guidance documents, etc.
- HMI antivirus testing update
- ISA-SP99 WG7 subgroup 2 work - comparing SCP and SPP with
SP99 and other sector security requirements documents
- Draft Control Center Protection Profile
All

Wrap-up, Action Items, Next Steps, Date for Next Meeting

Adjourn



Conference call information:

CALL DATE: FEB-18-2004 (Wednesday)
CALL TIME:  01:00 PM EASTERN TIME
DURATION: 2 hr

LEADER: MR KEITH STOUFFER

USA Toll Free Number: 888-455-0031
USA Toll Number: +1-212-547-0373
PASSCODE: 37574

For security reasons, the passcode and the leader's name will be required to join your call.

Attendees list

Ernest Rakaczky, Invensys

Bill Miller, MaCT

Perry Pederson, TSWG

Tom Good, DuPont

Geoff French, General Dynamics

Alan Kolnik, ARK & Associates

Jeff Hallett, EWA-GSI, Inc.

David Farchmin, Rockwell

Andy Krapf, Loudoun County Sanitation Authority
Diana McCormick, FCWA

Mike Hale, Tresys

Art Wilson, Tresys

Dick Oyen, ABB

LTC Ross Romeo, US Army

Jason S. Christman, Northrop Grumman Information Technology, TASC
Ron Sielinski, Microsoft

Dave Teumim, Teumim Technical

Matt Franz, Cisco

Murray Donaldson, Decisive Analytics

Ron Melton, Decisive Analytics

Dave Majernik, Egriss

J. David Thompson, Ashton Security Laboratories, LLC
Dale Peterson, DigitalBond

Stephen Batsell, Oak Ridge National Laboratory

Em delaHostria, Rockwell Automation

Darin Harris, Department of Homeland Security, GD-AIS
David Naylor, Starthis

Marcus Berry, Fairfax County Water Authority

Joe Weiss, KEMA

Jay Abshier, KEMA

David Sanders, Department of Homeland Security
Mike Lombard, Department of Homeland Security
Venkat Pothamsetty, Cisco

Stu Katzke, NIAP/NIST

Fred Proctor, NIST

Joe Falco, NIST

Keith Stouffer, NIST

Art Griesser, EEEL/NIST

Joe Steller, American Lifelines Alliance - conference call
Holly Beum, Interface Technologies - conference call
Ron Derrick, Verano — conference call
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